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S «28» anbeps 2022

[TOJIOXKEHUE
10 OpraHu3aluy U MpoOBeACHUIO paboT no obecrnedyeHuro 6e30MacHOCTU NEPCOHATBHBIX
JaHHBIX IIPU UX 00paboTKe B HHPOPMALIMOHHBIX CHCTEMAX MEPCOHAIBHBIX JaHHBIX
I'BITIOY PMD «Momkap-OnuHCKOe Xy0KECTBEHHOE YUHITHILIEY

1. OBIHUE MMOJIOKEHUSA

1.1. Hacrosiiuee IlonoxkeHue no opraHu3auuu M TPOBEAEHHUIO paboT IO
obecrieueHnro 6€30MacCHOCTU MEPCOHANIBHBIX JAaHHBIX IIPU HMX 00paboTke B
HHGOPMALMOHHBIX CHCTEMaX MepCOHANBHBIX AaHHbIX I'BIIOY PMD «Momikap-
OusuHCcKOe XynoXKecTBeHHOe yuuiuuie» (manee — IlonoxeHue) paspaboraHo B
coorBeTcTBUM ¢ DenepanbHbIM  3akoHOM  OT 27 uronst 2006 r. Ne 149-D3
«O6 uHpopManuyu, UHGOPMALMOHHBIX TEXHOJOTHUSAX U O 3alluTe WH()OPMALKK,
QenepanbHbiM - 3akoHOM 0T 27 mronst 2006 . Ne 152-03  «O nepcoHalibHbIX
JaHHbIX»,  mocraHoBiaeHueM  [lpaButensctBa  Poccuiickoit ~ @epepauuu
ot 15 centsabps 2008 r. Ne 687 «O6 yrBepkaeHuu [TonoxeHuss 06 0COOEHHOCTIX
00paboTKH NMepcoHaNbHBIX JaHHBIX, OCYLIECTBIsEMON 0€3 UCIOIB30BaHUs CPEACTB
aBTOMaTU3aluu», MnocraHosineHueM IIpaBurenscrtBa Poccuiickoit ®enepanuu
or 1 HOs6ps 2012 1. Ne 1119  «OG6 yrBepkaeHur TpeGOBaHMN K  3alluTe
MEePCOHAIbHBIX AAHHBIX NpU HMX 00paboTke B HHGMOPMALMOHHBIX CHCTEMax
NIEPCOHAJIBHBIX J@aHHBIX», NpUKa3zoM DenepanbHOi Ci1ykObl MO TEXHUYECKOMY H
3KCIIOPTHOMY KOHTpOIO OT 18 deBpains 2013 r. Ne 21 «O6 yrBepxaenun CocraBa
H COJEp)KaHWs OpraHU3allMOHHBIX M TEXHUYECKUX Mep MO0 00ecreueHuro
0€e30MacHOCTH MEePCOHAIBHBIX AAHHBIX NPH UX 00paboTKe B HH()OPMALMOHHBIX
cHCTeMax NMePCOHATIBHBIX JaHHBIX).

1.2. Ilens paspabotku Hactosimero [lonoxeHus — ycTaHOBJEHHE MOpsIKa
OpraHu3allid M  mpoBeJeHHss pabor mno obecnedeHuro  0e30MacHOCTH
NepCOHaNbHBIX JaHHbIX (zanee — II/lH) B WHGMOPMAUMOHHBIX CHCTEMax
NepcoHabHbIX AaHHbX (nanee — WCIT[n) T'BIIOY PMD «Momkap-Onusckoe
XyAOXXECTBEHHOE yuuIuie» (naisee — YYWwiIMiLe) Ha TMPOTSHKEHHM BCEro
u3HeHHoro uukia UCIT/IH.
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2. TEPMUHBI U ONTPEJEJIEHUSA

2.1. B nacrosmiem [lookeHHH UCTIONB3YIOTCS CICAYIONINE TEPMUHBI U UX
OTpe/ICICHHUS:

NndopMmanuonHas cucreMa NepPCOHAIbHBIX JAHHBIX — COBOKYITHOCTh
coliepKalmxcs B 0a3ax JaHHBIX MEPCOHANBHBIX JAHHBIX M O0ECIEUMBAIOIIUX HUX
00paboTKy MH(POPMAITMOHHBIX TEXHOJIOTUN U TEXHUYECKHUX CPENICTB.

KonpunaeHunaabHOCTh NEPCOHANBHBIX JAHHBIX — 00s3aTeNbHOE JIA
COOJIIO/ICHUST OMEPATOPOM WM HWHBIM TMOJTYYUBIIUM JOCTYH K TEPCOHATBLHBIM
JaHHBIM JIMIIOM TpeOOBaHHME HE JOIMYCKaTh MX pachpocTpaHeHue 0e3 coryacus
CyOBeKTa TEPCOHATIBHBIX MAHHBIX WM HAIWYUS WHOTO 3aKOHHOTO OCHOBAaHWUS,
€CJIM UHOE HE IPEYCMOTPEHO (eiepaibHbIM 3aKOHOM.

Me:xceTreBoii 3KpaH —  JIOKaJIbHOE  (OJJHOKOMIIOHEHTHOE)  WJIH
(GyHKIIMOHATBHO-pACHIPEIEIEHHOE  MporpaMMHOe  (IIpOrpaMMHO-aNmnapaTHoe)
CpPEeACTBO (KOMILIEKC), peaiu3yroliee KOHTPOJIb 3a HHGOpMaIlMel, MoCTynarIiei B
MH()OPMAIIMOHHYIO CHUCTEMY NEPCOHANBHBIX JAHHBIX W (WJIM) BBIXOASIICH U3
MH()OPMAITMOHHOW CUCTEMBI.

HecaHKUMOHUPOBAHHBIN J0CTYNl (HECAHKIMOHUPOBAHHBIE AEeiiCTBHS) —
J0CcTyn K MHGOpMAIMK WK JEHCTBUS ¢ MH(POpMalUeH, HapyIIaIOIIUe MpaBuUiia
pasrpaHUYeHUsI JOCTYyTMa C UCMIOJIH30BAHUEM IITATHBIX CPEICTB, MPEIOCTABISEMBIX
UH(GOPMAITMOHHBIMUA CHUCTEMaMH TTEPCOHAIBHBIX TaHHBIX.

OO0paboTka mNepPCOHANBHBIX JaHHBLIX — JeilcTBUs  (omepanuu) ¢
MEPCOHATILHBIMU JAHHBIMH, BKITIOUasi cOOp, 3aliCh, CHCTEMAaTH3al1I0, HAKOTJICHHE,
XpaHeHHe, yTouHeHue (OOHOBJIEHHE, U3MEHEHHUE), U3BJICUYECHHE, HCIIOIb30BaHUE,
nepenayy (pacnpocTpaHeHHe, TpeAOoCTaBI€HUE, JIOCTyM), 00€3IuYMBaHMUE,
0JIOKMpOBaHUE, yJaJIeHUE, YHUUYTOKEHNUE TTEPCOHAIIBHBIX TAHHBIX .

Oneparop — TOCYyNapCTBEHHBIH OpraH, MYHUUUIAJIbHBIA  OpraH,
IOpUINYECKOE WM (PU3HUECKOE JIUII0, CAMOCTOSTEIHLHO MM COBMECTHO C JIPYTUMU
JUIAMH OpTaHU3ylolue W (WiIM) OCYIIECTBIISIIONIINE OOpadOTKY MEepPCOHATBHBIX
JAHHBIX, a TaKXKe OIpeaessionme e 00paboTKM NEPCOHANBHBIX JaHHBIX,
COCTaB MEPCOHAIBHBIX JAHHBIX, MOJUIEKAIUX 00paboTKe, NeicTBUS (omepaiun),
CoBepIIIaeMbIe C IEPCOHATBHBIMU JaHHBIMHU.

Texnunueckue cpeacrsa HUHGPOPMANUOHHOM CHCTEMBbI IEPCOHAJIBHBIX
JAHHBIX —  CPEICTBA  BBIYUCIUTEIHHOM  TEXHHWKH, HWH(POpPMAIMOHHO-
BBIYHCIIUTEIbHBIE KOMIUICKCHI M CETH, CPEICTBA M CUCTEMBI TIEpeayu, mpruemMa u
oOpabotkn IIJIH (cpeactBa ©  CHCTEMBl 3BYKO3aIllMCH, 3BYKOYCHUJICHMUS,
3BYKOBOCHPOU3BEACHMS, IEPETOBOPHBIC U TEIEBU3UOHHBIE YCTPONUCTBA, CPECTBA
U3TOTOBIICHUS, THUPAKUPOBAHUS JTIOKYMEHTOB M JApPYyrHMe TEXHHUYECKHE CpEACTBa
00paboTKK peueBol, rpaduueckoi, BUae0- u OyKBEeHHO-IIU(PpoBO nHDOpMaIIHK),
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MPOTPpaMMHBIE CPE/ICTBA (OMEPAIMIOHHBIE CUCTEMBI, CUCTEMBI yIpaBieHUs OazaMu
JAHHBIX U T.11.), CPEJICTBA 3AIUTH HH(OPMAITIH).

IlepconanbHble JaHHbIE — JT100as HHGOPMALIHS, OTHOCAILIASCA K MPSMO WIIH
KOCBEHHO OIPECIICHHOMY WJIM ompenessieMoMy (u3ndeckoMy JHIy (CyOBEKTy
NEPCOHATBHBIX JAHHBIX).

IMoab3oBaTesb HHPOPMAUOHHON CHUCTEMBbI MEPCOHAJIBHBIX JAHHBIX —
JUI0, YydYacTByiomee B (QYHKIIMOHUPOBAHWHM WH()OPMAITMOHHOW CHCTEMBI
MIEPCOHANIBHBIX JTAHHBIX WM UCTIONIB3YIONIEe PE3YIbTaThl €€ (DYHKIIMOHUPOBAHUSI.

Pecypc wuHpopmManuoHHOM CHCTEeMbl — HWMEHOBAaHHBIM  DJIEMEHT
CUCTEMHOTO, MPUKIAIHOTO WM ammapaTHoro obecreueHus (yHKIIMOHUPOBAHUS
UH(OPMAITMOHHOW CUCTEMBI.

CpencrBa BbIYHMCIUTEIBHOH TEXHMKH — COBOKYIHOCTH IMPOTPAMMHBIX U
TEXHUYECKUX  DJEMEHTOB  CHCTeM  OOpabOOTKM  JIaHHBIX,  CIOCOOHBIX
(YHKIIMOHUPOBATH CAMOCTOSTENIBHO UITM B COCTABE APYTUX CUCTEM.

Yrpo3sl 0€30aCHOCTH NMEPCOHANBHBIX JAaHHBIX — COBOKYITHOCTD YCIIOBHM
1 (haKTOpPOB, CO3AAOMIMX ONACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YHCIIE
CIIy4aliHOTO, JIOCTyHa K MEPCOHAIbHBIM JaHHBIM, PE3yJbTATOM KOTOPOTO MOXKET
CTaTh YHUUTOXKEHUE, U3MEHEHHE, OJIOKUPOBAHKE, KOMMPOBAHUE, PACIIPOCTPAHEHUE
NEPCOHAIBHBIX JAHHBIX, & TAK)KE WHBIX HECAHKIIMOHUPOBAHHBIX JIEUCTBUN MPU UX
00paboTke B MHOOPMAIIMOHHON CHUCTEME TIEPCOHANBHBIX JTAHHBIX.

YHUUTOKEHHE TEePCOHAIbHBIX [aHHBIX — JICUCTBUS, B pe3yjbTare
KOTOPBIX CTAHOBUTCSI HEBO3MOXHBIM BOCCTAaHOBUTH COJICPYKAHUE MEPCOHATBHBIX
JAaHHBIX B HMH(POPMALIMOHHOM CHUCTEME NEPCOHANBHBIX JaHHbIX M (WJIH) B
pe3yabTare KOTOPBIX YHUUTOXAIOTCS MaTepUalibHble HOCUTEIU TEPCOHATBHBIX
JAHHBIX.

YPpoBeHb 3alIUIIEHHOCTH TMEPCOHAJBHBIX JAHHBIX — KOMIUIEKCHBIN
MOKa3aTelb, XapaKTepU3yIoNui TpeOOBaHUsI, HCTIOTHEHUE KOTOPHIX 00eCrednBaeT
HEUTpaJIM3aIMIo ONPEEICHHBIX YIpo3 0€30MacHOCTH NEPCOHANIbHBIX JaHHBIX MpPU
ux o0paboTke B HUHGOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JTAHHBIX.

Yreuka (Bammmaemoi) MHGOPMALMH IO TEXHHYECKHM KaHAJIaM —
HEKOHTPOJUPYEMOE paclpOCTpaHeHHe WHGOPMAIMU OT HOCHUTENS 3allMIIaeMOM
uHpopmaruu  depe3  (PUIMUECKYI0 Cpely JI0 TEXHHYECKOTrO  CpPEelCTBa,
OCYIIECTBJISIONIETO MepexBaT NHHOPMAIIHH.

IesocTHOCT MH(pOPMAIMM — CIOCOOHOCTH CPEJICTBA BBIUYMCINUTEIBHOU
TEXHUKA WIM HMHPOPMAIIMOHHONW CHUCTEMBI oOOecneyrBaTh HEU3MEHHOCTb
MHPOPMALIMK B YCIOBHSX CIAy4alHOTo ¥ (WJIM) MPEIHAMEPEHHOTO HCKaXKCHHUS
(pazpyiieHus).
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3. HOPAJOK OPTAHU3AIIUU U ITPOBEJEHUS PABOT 110
OBECIIEYEHUIO BE3OITACHOCTHU INEPCOHAJIBHBIX TAHHBIX

3.1. Ilon opranuzanueir obecrieueHust Oe3omacHoctd IIJIlH mpu  ux
o0pabotke B UCII[IH monumMaercs GopMUpOBaHHE U peau3aliusl COBOKYITHOCTH
COrJIaCOBaHHBIX IO 1€, 3aJadyaM, MECTy W BPEMEHU OpraHU3aIlMOHHBIX U
TEXHUYECKUX MEPOIPUATUNA, HANpaBIEHHbIX HAa MHUHUMHU3AIMIO yiiepda oT
BO3MOXXHOM peanu3auuu yrpo3 Oe3omacHoctu [IJ[H, peanusyembix B paMKkax
CO3/1aBa€MOM CHUCTEMBI 3allUThI MEPCOHANTBHBIX AaHHBIX (nanee — C3I1n).

3.2. C3I1[n Brimrowaer B ceOs OpraHU3ANMOHHBIE W (WIH) TEXHUYECKHE
MEpBI, OMPECIICHHbIE C YUETOM aKTyallbHBIX yrpo3 Oe3zonacHoctu [1JIH, ypoBHs
samuieHHocTy [1/]H, KoTopblii HEOOXOIMMO OOecneunTh, U UH(POPMAIMOHHBIX
TEXHOJIOTUM, UCTIOJIb3YEeMbIX B MH(OPMAIIMOHHBIX CUCTEMaX.

3.3. bezomacuoctes I1[In mpu ux o6pabdorke B WCII[IH obecneunBaer
Yuunuie uiau J1uio, ocyuiecTisitomniee oopadoTky I1/1xn mo nopydyenuro Yuunuiia
Ha OCHOBAHHWH 3aKJFOYAEMOTO C 3THM JIUIIOM JIOTOBOpa (/1ajiee — YIOJIHOMOYCHHOE
muio). JloroBop Mexay VYuwidimmeM W YHOOJHOMOYCHHBIM JIUIIOM JIOJDKCH
npeaycMaTpuBaTh  OOS3aHHOCTH  YIMOJHOMOYEHHOrO  JIMIA  OOeCHeYUTh
6e3onacHocTh [1J]H rpu nx 06paboTke B MHOOPMAITMOHHON CUCTEME.

3.4. Bribop cpeactB 3amuthl uHbopmaruu s C3II[IH ocymecTBisiercs
YyunuiiieM B COOTBETCTBUU C HOPMATHBHBIMU MPABOBBIMHU AKTaMU, MPUHSITHIMU
®enepanbHOil cimyx)00i1 6e3onacHocty Poccuiickoit @enepaunn (nanee — OCh
Poccun) u ®@enepanpHoit ciy>k00i MO TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOJIIO
(manee — @OCTOK Poccun) Bo wucnomnenne DenepanbHoro 3akoHa «O
MIEPCOHAIIBHBIX JTAHHBIX).

3.5. Crpykrypa, coctaB u ocHoBHble (yHkiuu C3IIJIH ompenenstorcs
ucxo s u3 ypoBHs 3ammuineHHocTH [11H npu ux o6padotke B UCII/IH.

3.6. C3I1dn co3maercs B Tpu dTana:

Oran 1. [IlpenmpoextHoe o6cnenoBanue HWCIIIn wu  pazpabotka
TEXHUYECKOro 3a7anus Ha co3ganue C3I1/IH.

Oran 2. llpoektupoBanmne C3II/IH, 3akymka, ycTaHOBKa, HAaCTpOMKa
HEOOXOJUMBIX CPEJICTB 3alllUThl HH(POpMALTIH.

Oran 3. Beog UCII[In ¢ C3I1/IH B 3KCIuTyaTaIuio.

3.7. DOtan 1. IlpoBenenne mnpeamnpoeKTHOro oOcCiIeIoBaHUS M pa3paboTKa
TeXHUYECKOro 3anganus Ha co3ganue C3I1/H.

3.7.1. Ha3naueHue OTBETCTBEHHOro 3a opraHu3anui ob6pabdotku IIJIH
Yuuaumem.

3.7.2. Co3naHue KOMHUCCHM TO OIPEACNICHUIO YPOBHS 3alUIIEHHOCTH
IT1/1n npu ux obpadotke B UCIT[AH Yuunuiia.

3.7.3. Onpenenenue neneit oopadotku [1In Yuunumem.
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3.7.4. Omnpeneneane nepeudss MCII[lx VYuumnmuma wu cocraBa IIJIH,
obpabateiBaembix B UCII/IH.

3.7.5. Omnpenenenue nepeunsi oopadbaTsiBaeMbix Y uruineM [1/1H.

3.7.6. Omnpenenenne cpokoB oOpaboTku u xpanenust [11H, ucxons u3
TpeboBanusi, uto [IJIH HEe JOMKHBI XPAHUTHCS JOJBIIE, YEM ITOrO TPEOYIOT LIeNn
o0paboTtku 3tux [1/1H, mo goctrxkeHuto koTopsix [1/IH moaiexxar yHU4TOXKEHUIO.

3.7.7. Ompenenenune nepeuns ucrnonb3dyembix B UCITIH (mpepmaraeMbrx k
ucnons3oBanuio B HWCIIJIH) oO6miecucTeMHBIX M MPHUKIAAHBIX MPOrPaMMHBIX
CPEICTB.

3.7.8. Omnpenenenue pexumoB oo6padotku I1[x B UCII[IH B 11e10M 1 B
OTJIETTbHBIX KOMITOHEHTaX.

3.7.9. HasznaueHue OoTBEeTCTBEHHOIO 3a obecrnedyeHue Oe3omacHocty I1/1H
B UCII[n (mamee — OTBETCTBEHHBIN) i1 pa3paOOTKU U OCYIECTBICHUS
TEXHUYECKUX MEPOIPUATUM 10 OopraHu3aluu U odecrneueHuto 6ezonacHoctu 1]
npu ux oopadotke B UCII/IH.

3.7.10. Ha3nayeHwe OTBETCTBEHHOTO IIOJIb30BATENsl  KPUIITOCPEICTB,
o0OecnieunBaroOIero  (yHKIMOHUPOBAaHWE U 0O€30MaCHOCTh  KPHUITOCPE/ICTB,
npeaHa3HaYeHHbIX JUIsd obecrieueHus: OezonacHoctu [1/IH. YTBepkaeHue nepeuns
JUI, JOMYHIEHHBIX K paboTe C KPUIITOCPEACTBAMH, MPEAHA3HAYECHHBIMH IS
obecnieuenus 6ezonacHoctu [1J[n B UCII/IH (monp30Bateneit KpUMToCcpeicTB).

3.7.11. Omnpenenenve mepevHs MOMEIIEHUH, B KOTOPHIX pPa3MEIICHBI
NCII/Ix n marepuanbabie Hocutenu [1/1H.

3.7.12. Omnpenenenue koHpurypanuu u tonoioruu UCIIJIH B memom u ux
OTHICTBHBIX KOMIIOHEHT, (DU3WYECKUX, (PYHKIIMOHATBHBIX M TEXHOJOTHYCCKUX
CBSA3EH KaK BHYTPU ITUX CUCTEM, TaK U C APYTUMHU CUCTEMAMU PA3IUYHOTO YPOBHS
Y Ha3HAYCHUSI.

3.7.13. Omnpenenenrve TEXHUYECKUX CPEJCTB U CHUCTEM, UCIOJB3YEMBIX B
NCII/H, BKIIOYas yCI0BUSA UX PACIIOJIOKEHHUS.

3.7.14. ®opmupoanue Texuuyeckux nacnoproB UCII/IH.

3.7.15. PazpaboTka OpraHuM3allMOHHO-PACHOPSIUTENbHBIX  JIOKYMEHTOB
(manee — OP/I), periiaMeHTUPYIOITUX TIpoliecc 00padoTKu u 3anuThl [1/1H:

— [NonuTuka B oTHOIIEHUH 0OPAOOTKHN NIEPCOHATBHBIX JAHHBIX;

— NMHcTpykiiun  (OTBETCTBEHHOTO 3a opraHu3aruio obpabdotku [1][H,
oTBeTCTBeHHOTO 3a obecneueHue Oe3omacHoctu I1[In B MCII/IH, momp3oBarens
NCIIIH, 0OTBETCTBEHHOTIO MMOJL30BATENS KPUIITOCPEICTB);

— Pazgen MOMKHOCTHBIX HMHCTPYKLUMHM COTPYJHUKOB YUWJIMINA B YacTu
obecnieyenus Oe3omacHoctu I[IJIH mpu ux oOpaboTke, BKJIIOYas yCTaHOBJICHHUE
NEPCOHATLHON OTBETCTBEHHOCTH 3a HapylIieHus npasuit oopadoTku [1/1H.

3.7.16. Tlonyuenue (mpu HEOOXOAUMOCTH) coriacusi Ha oOpadoTky I1/1n



CyOBEKTOM [1/1H, MIO/IMMICAHNE 00s13aTENhCTBA 0 coOroIeHnn
koH¢puaeHmansHoctu [11H coTpyaaukamu Y uunuiia.

3.7.17. VYtBepxnuenue ¢dopMm yBeaomiieHuH cyobekToB I[IJ[H u ¢opm
KYpHAJIOB, HEOOXOUMBIX B LIeJsiX o0ecnieyeHus: bezonacHoctu [1/1H.

3.7.18. Omnpenenenune ypoBHs 3amuieHHocTd [1/IH nmpu ux obpaboTke B
NCII[IlH B coOTBeTCTBMU ¢ TpeOoBaHUSIMU TMoOcTaHOBJIeHUsT [IpaBuTenbcTBa
Poccuiickoit  @eneparn ot 1 HOs06pst 2012 1. Ne 1119 «OO6 yTBepKaeHUH
TpeOOBaHMII K 3alUTe MEPCOHAIBHBIX JAHHBIX NpU HUX 00paboTke B
WHOOPMAITMOHHBIX  CHUCTEMaxX IMEPCOHAIBHBIX  JaHHBIX»  (TOATOTOBKA W
YTBEPKJICHHUE aKTa OTpeJesieHus] ypoBHs 3ammuieHHoctd [1JIH nmpu ux o6padoTke
B UCIT/IH).

3.7.19. Ompenenenune tuma yrpo3 Oe3zomnacHoctd [1/IH, akTyanbHBIX IS
UH(OPMAIITMOHHOW CHCTEMBI, C YYETOM OIICHKM BO3MOXKHOTO Bpela B
COOTBETCTBUM C HOPMATUBHBIMU MPABOBBIMU aKTaMH, IPUHSATHIMU BO HCTIOJTHEHUE
®denepanpHoro 3akoHa «O mepcoHaTbHBIX AaHHBIX» OT 27 utonsg 2006 r. Ne 152.
Onpenenenue  yrpo3  Oe3onmacHoctd II[J[H B KOHKPETHBIX  YCIIOBHSIX
dbyuxuuonupoBanuss MCII[In (pa3paboTka mopeneit yrpo3 6e3zomacHoctu [1/IH
npu ux obpadotke B UCII/IH).

3.7.20. ®opmupoBaHHE TEXHUUYECKOTO 3ajaHus Ha pazpadotky C3IIJIH mo
pe3yibTaTaM  TPEANPOEKTHOTO  OOCIIeIOBaHUS HAa OCHOBE HOPMAaTHBHO-
Metoandyeckux JokyMeHTOB @OCTOK Poccum u ®Cb Poccum ¢ yderom
YCTaHOBJICHHOTO YpoBHsI 3auuiieHHoctu [1/{n npu ux odbpadotke B UCII/IH.

Texuuueckoe 3aganue Ha pa3padotky C3I1/IH 70MKHO conepKaTh:

— obocHoBaHue pazpadotku C3I1/H;

— UCXOJIHbIE JaHHbIe co3naBaemoit (Mmoxepuumsupyemoi) HCII[m B
TEXHUYECKOM, MPOTPAMMHOM, HH(HOPMAIIMOHHOM U OPTraHU3allMOHHOM acTeKTax;

— ypoBeHb 3amuiiennocty [11a npu ux o6padotke B UCIIH;

— CCBUIKY Ha HOpPMAaTHBHBIC JOKYMEHTBI, C YyYe€TOM KOTOPBIX OyIeT
paspabatsiBaThest C3I1/IH, u npuHuMatbes B akcruryatauuto MCI/IH;

— KOHKpeTH3auto Meponpustuil u tpedoanuii k C3I1/1H;

— COCTaB U cojiepKaHue padoT 1o 3Tanam pa3padoTku u BHeapenus C3I1/1H;

— MePEYCHb TMPEANOIaraéMbplX K HCIOJIB30BAHUIO CEPTUPHUITUPOBAHHBIX
CPEIICTB 3aIIUTHl HH(OOPMAITUH.

3.8. Oram 2. IlpoextupoBanue C3IIJIH, 3akyrka, yCTaHOBKA, HACTPOWKA U
OMbITHAS SKCILTyaTaIusl HEOOXOAMMBIX CPEJICTB 3aIUThl HH(HOPMALIIH.

3.8.1. Coznmanue C3Il[a  sBasercs HEO0XOTUMBIM YCIIOBHEM
obOecrieuenus Oe3zonacHoctu [I/IH, B TOM ciy4yae, eciu CYLIECTBYIOLIUE
OpraHU3allMOHHbIE M TEXHUYECKHE Mephl obOecrieueHus Oe30MacHOCTH He
COOTBETCTBYIOT TpeOoBaHMsIM K obecrneueHuto ©Oe3omacHoctu [IJn  ans
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COOTBETCTBYIOIIETO ypoBHs 3amumieHrocty [1/1a mpu ux obpadorke B UCII/IH n
(nnm) HE HelTpaM3yIOT Beex yrpo3 6esonacuoctu [T/ anst manuoi UCII/H.

3.8.2. Texuuueckue Mepsl 3ammThl [1/IH npennonaraioT UCMoNIb30BaHUE
IPOrpaMMHO-aIIAPaTHRIX CPEICTB 3amuThl uHPopManuu. [Ipu o6padotke I1/1H ¢
UCIIOJIb30BAaHUEM CPEJICTB aBTOMATU3ALUU TPUMEHEHNE TEXHUYECKUX MEP 3allUThI
ABJISIETCSL  00SI3aTE€NbHBIM YCJIOBHEM, a HUX KOJUYECTBO W CTENEHb 3allUThl
OTIpENENSIETCS B MPOIECCE MPEANPOCKTHOTO 0OcIeaoBaHusT WH()OPMAITMOHHBIX
pecypcoB  Yuwmnumia. [lpumeHeHne TEXHMYECKUX Mep  JOJDKHO  OBITh
PETIaMEHTUPOBAHO JIOKAJILHBIM aKTOM Y UHJTHIIA.

3.8.3. CpencrBa 3ammthl uHpopmaiuu, npumensembie B MCIIIH, B
YCTAaHOBJICHHOM TOPSJIKE MPOXOJSAT MPOLEAYPY OLIEHKH COOTBETCTBHS, BKIIIOUAs
cepTU(UKALNIO HA COOTBETCTBUE TPEOOBAHUAM IO 0€30M1aCHOCTH MHGOPMAIIHH.

3.8.4. Ha cragun npoektupoBanus u cospanus C3I[1Jn mms WUCIIIH
Yyunuia mpoBOATCS CASAYIOMINE MEPOTIPUSITHS:

— pa3zpabotka Texuuueckoro npoekta C3I1/H;

— npuobpeTeHue (mpu HEOOXOAMMOCTH), YCTAaHOBKAa W HAaCTPOMKA CEpUITHO
BBIITYCKAEMBbIX TEXHUYECKUX CPEACTB 0O0pabOTKH, Tepelayd U XpaHEHUs
uHbopMaIuy;

— pa3paboTKa MEPONPUATUN IO 3alUTe WHPOPMAIUU B COOTBETCTBUHU C
PEIbABIIEMBIMUA TPEOOBAHUSIMU;

— mpuoOpeTeHne, yYCTaHOBKA W HACTpPOWKa  CEePTHQPHUITMPOBAHHBIX
TEXHUYECKUX, TMPOTPAMMHBIX M TIPOTPAMMHO-TEXHUYECKUX CPEICTB 3alUThI
uHopmaluu, B TOM 4ucjie (Mpu HEOOXOJUMOCTH) CPEACTB KPUNTOrpaduyecKou
3alIUTHl THPOPMALIHH;

— peanu3aiys pa3pelIuTeIbHON CUCTEMBI JocTyna nosb3oBatenei MCIT/IH
Kk oopabateiBaecmoit B UCIT /{1 nndopmarumy;

— MOATOTOBKA  OJKCIUTYaTallMOHHOM JIOKYMEHTallud Ha HCIOJIb3yeMbIe
CpeACTBa 3alUThl UHPOPMAIUH;

— KOPPEKTUPOBKA  (IOTOJHEHUE)  OpraHU3alMOHHO-PACIIOPSAUTEIIEHON
JOKYMCHTAITMHU B YaCTH 3aIIMTHl HH(OPMAIIHIH.

3.9. Otan 3. Beog UCIIIn ¢ C3I1/IH B IpOMBIIIJIEHHYIO SKCILTyaTaIuIo.

3.9.1. Ha cranuu BBoga B UCII/In (C3I1/IH) ocymiecTBasSIOTCS:

— OTBITHASI DKCIUTyaTallusl CPEJICTB 3amUThl UHPOpPMAIMA B KOMILJIEKCE C
JIPYTUMHU TEXHUYECKUMH W TIPOTPAMMHBIMU CPEJICTBAMH B IEJISX IMPOBEPKU HX
pabotocnocobHocTu B coctaBe UCIIJIH (mpu HEOOXOAMMOCTH);

— MIPUEMO-C/IATOUYHbIE HCHBITAHUSA CPEJICTB 3alUThl MHMOpPMAIUU 1O
pe3yibTaTaM OINbITHOM dKCIUTyaTaluu (Ipu HEOOXOAUMOCTH);

— KOHTPOJIb BBIMOJIHEHUSI TPeOOBaHUI (BO3MOXXHO MPOBEIECHUE JTAHHOTO
KOHTPOJISI B BHJIE aTTeCTallMy 1o TpeboBaHusAM Oe3onacHoctr [1/1H).
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3.9.2. KoHTposb 3a BHIMOJTHEHUEM HACTOSAIUX TPEOOBAHUI OPraHU3YETCS
Y MPOBOJUTCS YUmiuieM (yIOJTHOMOYEHHBIM JIMIIOM) CaMOCTOSATEIBHO U (WIIH) €
IPUBJICUCHUEM Ha JIOTOBOPHOW OCHOBE IOPHIMYECKHUX JIUI U WHAUBHUAYaTbHBIX
npearnpuHuMaresie, UMEIONINX JUIEH3UI0 Ha OCYIIECTBIICEHUE JEATEIBHOCTU IO
TEXHUYECKON 3ammTe KOH(pHUIECHIHaTbHONH HH(pOpMalMU. YKa3aHHBIM KOHTPOJIb
IpoBOIUTCS He pexe 1 pasa B 3 rojga B CpPOKH, OIpeaeisieMble Y UMIUIIEM
(YITOJTHOMOYEHHBIM JIULIOM).

4. TIPOBEJAEHUE PABOT 1O OBECIIEYEHUIO BE3OITACHOCTHU
INEPCOHAJIBHBIX JIAHHBIX

4.1. PaGotel 1o oOecreueHnuro Oe3zonmacHoctu IIJIlH mpoBoasTcs B
cooTBeTcTBUM ¢ [lmaHoM MepompusTHiA MO 3alIUTE NEPCOHANBHBIX JIAHHBIX
(ITPUJIOXKEHUE Ne 1). BHyTpeHHHE MPOBEPKH peKkuMa OOpaOOTKH M 3aIlUTHI
[T Yuyunumem npoBOIATCS B COOTBETCTBUHU C IlnaHOM BHYTpEHHUX MPOBEPOK
pekuMa 00pabOTKM W 3amuThl HepcoHabHbIX JaHHBIX ([TPMJIOXEHUE Ne 2).
[To pesynpraTaM MNpOBEAECHUS BHYTPEHHEHM NPOBEPKM cocTaBisieTcss OTYET O
pe3yJiibTaTax MPOBEJICHUS BHYTPEHHEW MPOBEPKU pexkuMa 00pabOTKU U 3alIUTHI
nepcoHanbHbIX OaHHbIX B ['BIIOY PMDO <<I>'IomKap-OJIHHCKoe XYIA0XKECTBEHHOE
yumiuiie» (ITPUJIOKEHUE Ne 3).

4.2. KoHTponib 3a TPOBEACHHEM pabOT MO O0EeCreYeHUI0 OE30MacHOCTH
[1/11 ocymiecTBisieT OTBETCTBEHHBIM 3a opraHuzaiuio obpabotku [IJ]IH B BHie
METOJMYECKOT0 PYKOBOJACTBA, y4yacTHsl B pa3paboTke TpeOOBaHMU MO 3alluTe
[1/In, opranuzanuu pabOT MO BBIABICHUIO BO3MOXXHBIX KaHAJIOB YTEUKHU
nH(pOpMaIUK, COrIaCOBaHUS BbIOOpA CPEACTB BBIYUCIUTEIHLHON TEXHUKHU U CBSI3U,
TEXHUYECKUX U MPOTPAMMHBIX CPEJCTB 3aIlUThI, yYaCTUS B OLICHKE COOTBETCTBUS
NCTIIH Yuunumia tpeboBanusm 6ezonacHoctu [1J]H.

4.3. Tlpy HEOOXOAUMOCTH K TIPOBEICHHUIO pabOT Mo 00ecneueHuIo
6e3onacHoctr [I/[H MOTyT mpuBIEKaThCS CHEIHMATU3UPOBAHHBIC OpPTaHU3AIINUH,
nMerone JsuneHsnro OCTOK Poccum Ha OCyIIECTBIEHHE AESATEIBHOCTH IO
TEXHUYECKOM 3alIuTe KOHPUISHIUATIBHOU HH(POPMAIIUHU.

4.4. B coorBerctBun ¢ Iloctanonenuem IlpaBurensctBa Poccuiickoit
Oenepauun ot 16 ampenst 2012 r. Ne 313 «O6 yrBepxkaenun [lonoxenuss o
JIULIEH3UPOBAHUH NEATEeIIbHOCTH o pa3paboTke, MIPOU3BO/ICTBY,
pacrpoCTpaHEHUIO U POBATBHBIX (kpunTOrpaUIECKuX ) CPEACTB,
MH()OPMAITMOHHBIX CUCTEM MU TEJIEKOMMYHUKAITMOHHBIX CHUCTEM, 3aIUIIECHHBIX C
UCIOJIb30BaHUEM MIM(POBATBHBIX (KpUNTOTpa)UUECKUX) CPEACTB, BBITOJIHEHHUIO
paboT, OKa3zaHUIO YyCIyr B oOmactu mmdpoBaHUs UHPOPMALUHU, TEXHHUUYECKOMY
00CITyKUBAHUIO U pPOBaATIbHBIX (kpunrorpapuyecKux) CPEJCTB,
UH(OPMAIIMOHHBIX CUCTEM U TEJIEKOMMYHUKAIIMOHHBIX CHCTEM, 3AIIUIIEHHBIX C
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UCIIONIb30BaHWEM  IM(poBaNbHBIX  (KpunTorpaduueckux)  cpeacts  (3a
UCKIIIOYCHHEM ClIydasl, €Clidi TEXHHYEeCKOoe OOCIyKHBaHHE MH(POBAIBHBIX
(kpunrorpaduuecKux ) CPEJICTB, UH(pOPMAITMOHHBIX CUCTEM U
TEJICKOMMYHUKAIIMOHHBIX ~ CHCTEM,  3alllUIIEHHBIX  C  HKCIOJIb30BaHUEM
mu@poBaIbHBIX  (KpUNTOrpaUUEeCKUX)  CPEACTB,  OCYIIECTBIISICTCS A
oOecrieueHnss COOCTBEHHBIX HYXK]l IOPUIMYECKOTO JHUIA WIM HHIWBUAYAIHHOTO
MPEAPUHUMATEIIS )», IPU HEOOXOJUMOCTH UCIONIb30BaHus npu co3nanuu C3I1/1x
CPEICTB KpUITOrpaguueckod 3amuThl HHPOPMAIMK K MPOBEACHUIO PabOT IO
oOecrieuennto  OezomacHoctd  IIJIlH  Yumnumyy HeoOXoAMMO — NPUBJIEKATH
CHelMaIM3UPOBaHHbIE oOpraHuzauuu, umeromue iuueHsun DPCb Poccum Ha
OCYLIECTBJICHUE pabot o pacnpoCcTpaHEHUIO mHU(POBaTbHBIX
(xpunrorpapuyeckux) CpeAcTB, MpeIHA3HAYEHHBIX JUIs 3allUThl HH(POpPMALUK, HE
colepKallel  CBEIEHHUs, COCTaBISIOIIME TOCYJAapCTBEHHYI TailHy, Ha
OCYILIECTBIICHUE TEXHUYECKOTO 00CITyKUBaHUS U (PPOBATBHBIX
(kpunTorpamyecKrx) CpeiCcTB, HA OCYLIECTBICHUE PAaOOT MO OKA3aHUIO YCIYT B
obnactu mudpoBaHusi HHPOPMAIIMHU, HE COJACPKAIIUX CBEIACHUN, COCTABIISIOMINX
roCy/1apCTBEHHYIO TalHY.

5. HOPAAOK PE3EPBHOI'O KOIIMPOBAHUSA U BOCCTAHOBJIEHUSA
NHPOPMAIIMN B THOPOPMALIMOHHbBIX CUCTEMAX YUUJINIIA

5.1. Hacrosimuii mopsaok omnpeaenseT NpaBuiia MPOBEIEHUS PE3EPBHOIO
KOIUPOBaHUs JaHHBIX, oOpadarsiBaembix B UCITJIH Yuunnuia.

5.2. lenpio pe3epBHOTO KOMHUPOBAHUS SIBISACTCS MPEJOTBpAIICHUE TOTEPH
uHpopmanuu npu  cOosiXx 00OpyJAOBaHUS, MNPOrPaMMHOIO oOOecleueHus, B
KPUTUYECKHUX U KPUZUCHBIX CUTYalUIX U T.J.

5.3. Pe3epBHOMY KOMUPOBAHUIO MOJJICKUT HHPOpMaIus, oOpadaTbiBaeMast
B UCII/In Yumnuia.

5.4. B Yuunume gomkHa ObITh peain3oBaHa IEHTPaIM30BaHHAsI CHCTEMa
PE3EpPBHOIO KOMMUPOBAHUS.

5.5. Cucrtema  pe3epBHOrO  KONMUPOBaHUSI  JIOJDKHA  oOecredyuBaTh
IPOU3BOJUTENILHOCTh, JOCTATOYHYIO  JJIi  COXpaHEeHUs HHPOpMALMH B
YCTAHOBJICHHBIE CPOKH U € 3aIaHHON IEPUOIUYHOCTHIO.

5.6. Ilepen BbIMONHEHHEM TMPOILENYP PE3EPBHOTO KOMUPOBAHUS WIIU
BOCCTAHOBJICHHSI MH(POpPMAIMM U MPOrPaMMHOTO O0ECIeYeHHs CPEJCTB 3allUThI
HE00XOAMMO MTPOBECTH MPOBEPKY:

— JIOCTYITHOCTH PE3EPBHOIO0 HOCHUTENS, JOCTATOUHOCTH CBOOOJAHOIO MECTa B
XPaHWJIMILE J1JI5 3alIMCH WJIM BOCCTAHOBJICHUS JJaHHBIX;

— paboTocnocoOHOCTH CPEICTB pE3EPBHOTO KOIIMPOBAHUS U
BOCCTAHOBJICHMSI,;
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— TOTOBHOCTH  MH(GOPMAIIMOHHBIX PECYpCOB K  OCYIIECTBICHUIO UX
PE3EpBHOTO KOMMPOBAHUS UM BOCCTAHOBIICHUS;

— 3aBepienus padbotsl [10 u nponeccoB, cnOCOOHBIX MOBIUSATH Ha MPOIIECC
CO3/IaHUs WJIM BOCCTAHOBJICHUS KOIUH.

5.7. Pacriucanve TpPOBENCHHSI PE3EPBHOrO KOMMPOBAHUS OMpeEneseTcs
OTBETCTBEHHBIM.

5.8. PesepBHOE KOIIUPOBAHUE MIPOBOJIATCS OTBETCTBEHHBIM U
peructpupyercsi B JKypHalle pe3epBHOTO KOIMUPOBAHHS M BOCCTAHOBJICHUS
unpopmarmu ([TPUJIOXKEHUE Ne 4).

5.9. IlepeueHb HUHPOPMAIMOHHBIX PECYPCOB, MOJISKAIINX PE3EPBHOMY
KOMMPOBaHUIO, BpeMs W  Jara  CO3JaHUS  KONWH, IOMETKH 00
YCHEIIHOM/HEYCIIEIITHOM ~ 3aBEpIICHUH, a Takke, MpU  HEOOXOIUMOCTH,
KoMMeHTapuu OTBETCTBEHHOTO 3aHOCATCS B JKypHall pe3epBHOrO KONMUPOBAHUS U
BOCCTaHOBJIEHUS UH(POPMALIHH.

5.10.B cnyuae BwisgBieHHs HapymieHHH OTBETCTBEHHOMY HEOOXOIUMO B
KpaTyailiie CpOKM YCTPaHWUTh HEUCHPABHOCTH B CHUCTEME PE3EPBHOIO
KOMMPOBAHUS U BOCCTAHOBUTH Pa0OTOCIIOCOOHOCTH MOJICUCTEM B IITATHBIA PEKUM
paboTHI.

5.11.0 BBHISBICHHBIX TMOMBITKAX HECAHKIIMOHUPOBAHHOTO JOCTyma K
pesepBupyemMoil mHpOpMaIuu, a TakKe WHBIX HapyHICHUSX HHPOPMAIMOHHON
0€e30MacHOCTH, MPOM3OIIECAUIMX B MPOLECCE PE3EPBHOIO  KOMHPOBAHUA,
OTBeTCTBEHHBIN COOOUIAET PYKOBOACTBY Y UMJIUIIA HEMEIJICHHO.

5.12.0TBeTCTBEHHBIN JODKEH KOHTPOJUPOBATh MPOBEACHUE PE3EPBHOTO
KOTMPOBAHUS B 1IEJISIX BBIMOJHEHUS TpeOOBaHUH 1O 3aIUTe UHPOPMAIUH.

5.13.B cnyuae oOHapyXeHHS OIMOKH PE3EPBHOTO  KOMHPOBAHMUS
OTBETCTBEHHBIN BBIMOIHIET MOBTOPHOE KOMUPOBaHUE WH(MOPMAIMU BPYUHYIO B
MaKCUMAQJIbHO CXaTble CpPOKHM, HE Hapyllas TEXHOJOTUYECKUE MPOIIECCHI
00paboTku HHOpMaALMK TOJib30BaTesIMU  Yuuiuina, B JKypHan pe3epBHOIO
KOMHUPOBAHUS W BOCCTAHOBJIEHUS HWH(OOPMALMM 3aHOCITCS COOTBETCTBYIOIINE
OTMETKH.

5.14. XpaHeHue pe3epBHBIX KOMUU JaHHBIX OCYIIECTBIISIETCS Ha CMEHHBIX
Hocutensix uHpopmanuu (CD/DVD, BHemHme JKeCTKME JUCKH H  T.IL.),
MpOMapKUPOBaHHBIX OTBETCTBEHHBIM B COOTBETCTBUU C PACIIHCAHUEM PE3EPBHOTO
KOMHUpOBaHUsl. MapKUpoBKa JI0JKHA COJIEPAKATh HOMEP KOMUU, IaTy €€ CO3AaHus,
HauMeHoBaHue MCII/IH.

5.15.Ucnonb3oBanue Hocutene MHGOPMAIMU MPU PE3EPBHOM XPaHCHUHU
JOJKHO TIOYUHATHCA MPUHIIMITY POTAIlMM HOCUTENIEeH, MPU KOTOPOM JJisi 3aIIUCH
TEKyLIEH KONMU WCIOJB3YETCSd HOCUTEIb C CaMOM paHHEN JaToM CO3JaHus
MpEIbIAYIIEN KOUU.
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5.16.Cpoxk xpaHeHus pe3epBHbIX Konuil onpenesercss OTBETCTBEHHBIM.

5.17.0uncTKa yCTapeBIIMX PE3EPBHBIX KONUN W3 XPaHWIMINA JIOJHKHA
Ipou3BOAUTHCST OTBETCTBEHHBIM PETYJIIPHO IO MEpE 3alOjIHEHMs BbIIECIECHHOU
o0JacTy NaMsATH WIK 10 UCTEYEHNUHU IIPETYCMOTPEHHOTO CPOKA XPaHEHMS.

5.18.YVnanenue pe3epBHBIX KONMM i MOBTOPHOTO  MCIIOJIb30BAHMS
HocutTenst uHpopMauuyd JIMOO  OKOHYATENIbHOE  YAAJEHUE  IPOU3BOJIUTCS
OTBETCTBEHHBIM.

5.19.0cHoBanueM i1 HMHULUHAPOBAHUS TMPOIEAYPHl BOCCTAHOBJICHHUS
CIY)KUT TIOJIHAas WM 4YacTU4Has yTpara UWHGOpMalMu BCIEICTBUE COOEB
0o0Opy/OBaHus, MPOrPaMMHOTO OOECIEYEeHMs, B KPUTUYECKUX M KPU3UCHBIX
cuTyanusx. BoccranoBnenue faHHbIX IPOU3BOANUTCS OTBETCTBEHHBIM.

5.20.BoccraHoBiieHHE YTpau€HHBIX JAHHBIX MPOU3BOJUTCS M3 PE3EPBHOM
KOIMM, OOECHeunBarolell MUHUMAIbHYIO IOTEPIO JAHHBIX, COAEpKALIUXCS B
MH(POPMAITMOHHOM pecypce.

5.21.B 3aBucuMocTH OT XapakTepa ©  YPOBHA  MOBPEKICHHS
MH(OpPMAIMOHHBIX pecypcoB, OTBETCTBEHHBI BOCCTAHABIMBAET JUOO BECh apXUB
KOIMM JTaHHBIX, JIUOO OTAENbHBIE MOTEPSHHBIE YACTH WJIM TEXHUUYECKUE CPEJICTBA
U3 COOTBETCTBYIOIIMX XPAHWJINLL.

5.22.Tlocne 3aBepiieHHs Tpoilecca BoccTaHOBIEHUS (OTBETCTBEHHBIM
IPOBEPSIETCSl LEIOCTHOCTh HMH(OPMALIMOHHBIX PECYPCOB M KOppEeKTHas padora
TEXHUYECKUX CPEACTB HMH(POPMALMOHHBIX CHCTEM, TaKXKe 3aloJIHSAIOTCA
COOTBETCTBYIOIIME N0JiA B JKypHasie pe3epBHOTO KOMMPOBAHUS U BOCCTAHOBIIEHUS
uH(popmanuu.

6. PEHIEHUE BOITPOCOB OBECIIEYEHUS BE3OITACHOCTHU
HEPCOHAJIBHBIX TAHHBIX B IUHAMUWKE N3MEHEHUSA
OBCTAHOBKH 1 KOHTPOJIA DOO®PEKTUBHOCTU 3AHINUTHI

6.1. Monepuuzammst C3I1[1n mns dyaxkmmonupyromux UCITr YVaunuma
JOJIKHA OCYIIECTBIISTHCS B CIyYae:

— n3MeHeHus1 coctaBa wuinu  CTpykTypbl MCII[IH wnm  TeXHHYecKux
OCOOCHHOCTEM ee TmocTpoeHus (M3MEHEHHS CcoCTaBa WU  CTPYKTYphI
IPOrpaMMHOr0 o0ecreyeHus, TEXHUYECKUX cpeactB oopadotku [1/IH, Tononoruu
NCIIn);

— n3MeHeHus coctara yrpo3 6e3omacuoctu [1/1x B UCIT/IH;

— u3MeHeHus ypoBHs 3anuimenHocty [1/1a npu ux o6padotke B UCIIdH;

— MPOYMX CIIyYasix, O PELICHUIO Y Ynuaunia.

6.2. B nensx omnpeneneHus HEOOXOAMMOCTH AOPaOOTKH (MOJEpPHU3AINHN)
C3I1x He pexe OJTHOTO pa3a B T'OJl OTBETCTBEHHBIM 32 OpPraHU3aldI0 00padOTKU
[T/In poikHa TPOBOAUTHCS MpoBepka coctaBa U cTpykrypbl MCIIJIH, cocTaBa
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yrpo3 Oe3onacHoctu [1[ln B UCII[H u ypoBHsa 3ammumienHoctd IIJIn npu ux
obpabotke B MCII/IH, coOmiomeHns ycCIIOBUH HWCITONB30BAHUS CPEACTB 3aIUTHI
uHbopMaIMK,  MPEAYCMOTPEHHBIX  JKCIUIyaTallMOHHOM M TEXHUYECKOU
nokyMeHTare. Pe3ynpTaThl mpoBepkd OGOPMIISIOTCS AaKTOM IPOBEPKU U
YTBEPKJIAIOTCSI PYKOBOAUTENEM Y YMJIHIIIA.

6.3. Ananu3 uHuUIEeHTOB Oe3onacHocTH [IJIH U cocTaBieHHE 3aKIIOUCHHIM
B 00513aTEIHHOM MOPSJIKE JTOJDKHO MPOBOAUTHCS B CIIy4ae BBIABICHUS CICAYIOIINX
¢akToB:

— HEeCcOOJII0/IeHUE YCIoBUM XpaHeHust Hocuteneit [1/1H;

— WCIIOJIb30BAaHUE CPEJICTB 3aIIUTHl HH(POPMAILIUU, KOTOPHIE MOTYT IIPUBECTH
K HapylIeHMIO 33JaHHOTO YpoBHS Oe3omacHOCTH (KOH(PHUIEHUUATbHOCTH/
IEJI0CTHOCTR/NoCcTYynHOCTh) [IJIH WM nApyruM HapylmieHUsIM, MPUBOISAIINM K
CHIKEHHIO YpOBHS 3amuineHHocty 11/1H;

— HapylICHUE 3aJJaHHOTO YPOBHA 0€301acHOCTH [1/1n
(koH(pUACHIIMATBHOCTD/ IIEIOCTHOCTH/IOCTYITHOCTD ).



I[MPUJIOXXEHUE Ne 1
K [losoxkeHunro o opranu3anuu u
MIPOBEICHUIO Pa0OT MO 0OECTICUECHHUIO

0€30MacHOCTH MEPCOHANIBHBIX JIAHHBIX
pu ux o0paboTKe B HHGOPMAIIMOHHBIX

CUCTEMax MEePCOHATBHBIX JAHHBIX

I'BIIOY PMD «Momkap-OnmHcKoe
XYZ0’KECTBEHHOE YUMITHILIE)
OT «__» 20 T

Ilnan MeponpusiTHIi N0 3a1UTE MEPCOHATBHBIX JAHHBIX

B I'BIIOY PMD «romxap-Onuncncoe XYA0KEeCTBEHHOE YUNITHIIIE»

HaumenoBaHue MEpPONIPUATUA

Cpok

IIpumeyanue
BBINOJIHECHHSA

HoxymeHTanbHOe
periaMeHTUpOBaHUEe PabOThI €
I[11a

IIpu Pa3pabotka OpraHU3alMOHHO-
H€O6XOI[I/IMOC' pacnnopAaUTCIbHBIX JOKYMEHTOB I10 3aIIUTE
™H IIJ/ln, nubo BHECeHHWE W3MEHEHHH B
CYIIECTBYIOITHE

[Mony4enue cornacuii cyObEKTOB
[Mn (dusmyeckux nmm) Ha
obpaborky II/lH B ciydasx,
Korja 3TOTO Tpedyer
3aKOHOJATEeJILCTBO

ITocTostHHO B Cy4asix, IIPEyCMOTPEHHBIX
OenepanbHBIM 3aKOHOM «O TIEPCOHATBHBIX
JIaHHBIX», 00paboTka I1/1H ocymecTBiseTcs
TOJIBKO C COrjacusi B NMUCbMEHHOH (opme
cyobekra  [IJln.  dopma  cormacus
npuBeaeHa B Ilpukaze «O0 yTBepKAeHUH
(hopM TOKYMEHTOB, HEOOXOAUMBIX B LEJAX
BBITTOJTHEHHS TpeboBaHMi
3aKOHOJIATEIbCTBA B obnacTu
MEPCOHANBHBIX JaHHBIX». PaBHO3HAYHBIM
coJiepiKaIieMy COOCTBEHHOPYYHYIO
noanuck cyowekta [IJIH cormacuio B
nucbMeHHOH  ¢opme Ha  OyMaKHOM
HOCHUTeNIe TpHU3HAeTcs coriacue B (opme
AJIEKTPOHHOTO JIOKYMEHTA, TIOANMCAHHOTO B
COOTBETCTBMU C (pefepabHBIM  3aKOHOM
JIEKTPOHHOH MOJMHUCHIO

IIepecMoTp 10OrOBOpPA C TPETHUMU
JIALAMA Ha MOpy4YeHHE
obpabotku [1/1xn

IIpu B cnywae mnopydenms oOpaborku I[1/lH
HEOOXOAMMOC- | CYOBEKTOB I11u TPETHUM JIaM
TH (nampumep, KpeIUTHO-(hPMHAHCOBBIM
YUPEXKIEHUsIM) B JOTOBOP BKIIOYAETCS
ITyHKT o COOJTI0TeHNHT
KOHQHUICHINANBHOCTH  TpH  00paboTke
[IIH, a TakXe yYUTHIBAIOTCA TPEeOOBAHUS
9.3 c1.6 @eaepampHOoro 3akoHa «O
[IEPCOHAIBHBIX JaHHBIX»

OrpanuueHue J0CTyTIa
coTpyaHHUKOB K [1/TH

IIpn B cnywae cosmamms UCII[H, a Takxe
HeoOxomuMmoc- | mpuBeAcHus umerommmxcs  WCIJn B
TH (pu | COOTBETCTBHE ¢ TPEOOBAHHMSMH 3aKOHA
CO3/1aHUU HE00X0AUMO pasrpaHUyuUTh JIOCTYTI
NCTI/In) coTpyAHUKOB Yunnumia kK [1J[n




Ne Cpok
HanMenoBanue MeponpusaTus IIpumeyanue

n/n BbINOJIHEHHUS

5. BsaumoneiictBue ¢ cyowsektamu | [ToctossHHO Paborta ¢ obOpawmenusamu cyonextoB I1/1H,
I11u BEACHUE OKypHaJOB yyeTa Iepenadu

[IEPCOHANBHBIX  JAHHBIX,  OOpaIleHUi
cyobekroB I1/[H, yBemomiieHHe CyOBEKTOB
[MIIn 00 yHWUYTOXXEHHH, HW3MEHEHUH,
MpeKpameHns  00paboTKH, yCTpaHEHHH
HapyIIeHnH, AOMYIEHHBIX MPU 00paboTKe
IT1/1H, nonmydenuu I1J1H OT TpeTbUX ML

6. Benenne  xypnHaimoB  ydera | IlocrossHHO
3JIEKTPOHHBIX HOCHUTeJeH
MEePCOHANIBHBIX JaHHBIX, CPEICTB
3alMThl HHPOpMAIHK

7. [ToBbiieHUE kBamudukanuu | [loctosHHo [loBbiuieHne KBadu(pUKALUK COTPYAHUKOB,
COTPYAHUKOB B 00JAaCTH 3aILUTHI OTBETCTBEHHBIX 32 BBINOJIHEHHE paboT — He
I11u MEHee pa3a B TpU TIO0Aa, IOBBIIICHUE

OCBEJIOMJIEHHOCTH COTPYJHHUKOB -
MIOCTOSTHHO (aHHOe OOydYeHWe TMPOBOIUT
OTBETCTBEHHBIN 3a obecrieueHune
oe3omacuoctu [1]1n B UCIIIH)

8. WNHuBeHTapuzanus Paz B monrona | IlpoBomuTcs ¢  LEAbIO  BBISIBICHUS B
MH(POPMAILIMOHHBIX PECYPCOB WH(GOPMALMOHHBIX pecypcax MPUCYTCTBUS

111n

9. VYcraHoBka CcpokoB 00paboTku | [Ipu Hns yawgroxenus [ Yuunumewm
ITu u MPOLEaYyPbI uX | HeOOXOJMMOC- | YCTaHaBJIMBAIOTCSI Cpoku oOpaborku I1[1H,
YHUYTOXXKEHUsI 110 OKOHYAHMH | TU KOTOpPbIE JOKYMEHTAJIbHO MOATBEPKAAIOTCS
cpoka 00paboTKu B JIOKAJIBbHBIX akTax Yuwiuia. Ilpu

nepecMoTpe CPOKOB HE00X0MMbIC
HW3MEHEHHUS! BHOCATCS B COOTBETCTBYIOLIHE
JIOKYMEHTBI

10. | YauuroxeHue 31eKTpoHHBIX | IIpn YHUUYTOXKEHNE DIIEKTPOHHBIX (OyMaXKHBIX)
(6ymakHBIX) HOCHTENeH | HEe0OXOAUMOC- | HOCUTeNel MH(OpMAaluu MPU TOCTHKEHUH
MHQOpPMalMK TPH AOCTHKECHUH | TH uesnedt o6pabotku I1[H mpousBomutcs c
ueneit oopadotku [1/1xn opopmienneM AKTa Ha CHOHCAaHHUE H

YHAYTOXKEHHE OJIIEKTPOHHBIX (OYMa)KHBIX)
HOCHUTEJEH “H(pOPMAITHH. ®opma
COOTBETCTBYIOLIIETO aKTa TPWUBEICHA B
[Ipukaze «O KOMHUCCHH TIO YHHYTOXKEHHUIO
MEPCOHANBHBIX JaHHBIX»

11. | Onpexnenenne ypoBHs | Ilpn Onpenenenne ypoBHs 3amuiieHHocty 111
samminenHocTy [/l mpm  mx | Heobxoammoc- | Tpu ux 00paboTke B NCII/Ix
obpabotke B UCII/IH TH ocymectisiercs npu cozgarnu MCII/IH,

npu u3MeHeHun cocraBa [I/IH, oObema
obpabatsiBaembrx [1J1H, cyonektoB I1/1H

12. | BeusBnenune yrpo3 OesonacHoctu | [Ipu Pa3pabatbiBaeTcst mpu CO3MaHUM CHCTEMBI
u pa3paboTka Mozenell yrpos u | Heooxoaumoc- | 3ammtel UCITAH
HapyLIUTENS TH

13. ATtrecTanus HCII/x Ha | [Tpu IIpoBOaUTCS COBMECTHO C JIMIEH3MATAMU
COOTBETCTBHE TpeOoBaHUAM T10 | HeoOxomumoc- | DCTOK
o0ecHeueHuIo 0e30macHOCTH | TH
T1]n

14. | Dkcmuryaramus NCIIIx u | IlocrosHHO
KOHTpoJIb 6e3onacHoctr I11H

15. | llonmxkenue TtpeboBanuii mo | [lpu B cnywae cozmamms MCIIJIH, a Takxe




Ne Cpok
HanMenoBanue MeponpusaTus IIpumeyanue

n/n BbINOJIHEHHUS
3aIUATE JUDAN; myTeM | HeoOxonumoc- | npuBeacHus umerommxcs  WCIa B
CEerMEHTUPOBAHUS UCIIOn, | Tn COOTBETCTBHH C TPEOOBAHUSIMU 3aKOHA
OTKJIFOUEHHUS] OT CeTei 00Iero
MOJIb30BaHUS, obecrnieueHus

oomena wmexay HCIHa c
IIOMOIIIB}0 CMEHHBIX HOCHUTEIICH,
cozmanust aBToHOMHBIX WMCIIIH
Ha BbIIeNeHHBIX APM 1 mpouux
JIOCTYITHBIX Mep




[MPMJIOKEHUE Ne 2

K [losoxkeHunro o opranu3anuu u

MIPOBEJICHUIO pa0OT MO 00ECIICUCHUIO
0€30IMacHOCTH MTEPCOHAIBHBIX JaHHBIX
pu ux o0paboTKe B HHGOPMAIIMOHHBIX
CUCTEeMax MePCOHAIBHBIX JaHHBIX
I'BIIOY PMD «Momkap-OnmHcKoe
XYJI0)KECTBEHHOE YUMITHIIEC)

OT «__»

20 r.

IL1an BHYTPCHHUX ITPOBEPOK pEKUMaA OﬁpﬂﬁOTKI/l N 3alUTBI NEPCOHATBbHBIX

JTAaHHBIX

B 'BIIOY PMD «Momxkap-OinHcKoe Xy/10KeCTBeHHOE YUHINIIe)»

Meponpusitue

Iepuogu4HoCTH

Jara, noanuch
HCIOJHHTESA

OcymecTBiieHHe BHYTPEHHET0 KOHTPOJS U (WIIH) ayAuTa
cootBeTcTBHs 00padoTku I1/Jn ®3-152 «O mepcoHa b=
HBIX JIaHHBIX» W TPUHATHIM B COOTBETCTBUH C HUM HOP-
MaTHUBHBIM IPAaBOBBIM aKTaM

Pa3 B monronma

[IpoBepka 03HAKOMIIEHHUSI COTPYTHUKOB, HETIOCPEACTBEH
HO OCyIIeCTBILTIOMUX 00paboTky [1J[H, ¢ monoxeHusIMH
3aKkoHonarenbcTBa Poccuiickoit ®epepauuu o IIIH, B
TOM YHCJIe TpeOoBaHusAMU K 3arure [1/]H

Pa3 B monroga

IIpoBepka monmyuenwust cornacuii cyobekroB [1/1H Ha 06-
pabotky II/IH B ciydasx, korga 3Toro TpedyeT 3aKOHO-
JIaTeIbCTBO

Pa3 B monroga

IIpoBepka mnoAmMMCaHHUS COTPYAHUKAMH, OCYILECTBIIS-
romumu  o0padotky [1J[H, ocHOBHBIX Qopm, HeoOXo-
JVMBIX B EJISIX BBIMOJIHEHHS TpeOOBAaHHUH 3aKOHOIATEINb-
cTBa B cepe obpadoTku u 3ammtsl [1]1H:

- YBenomienus o dakre o0padotku I 6e3 ucmnons3o-
BaHUS CPEICTB aBTOMATHU3AIINN;

- OOs3arenscTBa O COOJNIOJIEHUN KOH(HUICHIIHAIBHOCTH
T1]1H;

- ®opMBI 03HAKOMIIEHUS C MTOJIOKEHUSIMHU 3aKOHOIATENb=
crBa Poccuiickoii @enepaunu o I1/1H, TOKaabHBIMM aKTa~
mu TBITIOY PM?D «Homkap-OniHCKOe Xy[0KECTBEHHOE
yuuIImiie» 1o Borpocam oopadotku I1/1H;

- Paspacuennst cyOwekty I1/lH ropuamdeckux mociezac-
TBMH OTKa3a npenocraButh cBou I1/1H

Pa3 B monroga

IIpoBepka yHUUTOXKEHUSI MaTepHallbHbIX Hocutenel [11x
C COCTaBJICHHEM COOTBETCTBYIOIIETO aKTa

Exeromno

[IpoBepka BenmeHHs >KypHAJIOB MO YYeTy OOpaIieHHi
cyobekroB [I/ln m yuery mnepemaun [I/lH cyObexToB
TPEThUM JIMLIAM

Pa3 B monroma

IIpoBeneHne BHYTpEHHUX ITPOBEPOK HA MPEIMET BBIABIIC™
HUsI I3MEHEHUH B ITpaBmiiax oopabotku u 3auwmtel [11H

Exxeronno

IIpoBepka coOMIOACHUS YCIOBHI XpaHECHHS MaTepHallb-

Pa3 B monroma




Meponpusitue

IlepuoguvnocTb

Jara, noanuch
HCIOJTHHUTES

HbIX HocuTenen 11/1n

IIpoBepka COCTOSIHUSI aKTyalbHOCTH YBEIOMIICHHS 00
00paboTKe (HaMepeHUH OCYIIECTBIATh 00padoTKy) I1/1H

Pa3 B monroga

10

[Mognep:xanue B aKTyalbHOM COCTOSIHUM OpraHU3alluOH-
HO-PACTIOPSIUTENFHBIX JOKYMEHTOB IO BOIpocaM obpa-
oorku I1JIH, B TOM 4YmnCiIe HOKYMEHTOB, OMPEAEIISIONTINX
nonutuky I'BIIOY PMD «Hormkap-OnuHckoe Xymoxec-
TBEHHOE YUWJIMIIE» B OTHOIIEHUHU 00padoTku [1/1H

Pa3 B monroga

11

Opranuzaiys aHajgn3a u MepecMoTpa IMEIOIINXCS yTPo3
6esomacHocTd I1/IH, a Takke aHaNM3 U BBISIBJICHUE HO-
BBIX, €11€ HCU3BCCTHBIX, yrp03

Exxeromno

12

OneHka Bpena, KOTOPBII MOXKET ObITh NPUYMHEH CyOBeK-
taMm [11a B cinywae Hapymenus ®3-152 «O nepcoHanb-
HBIX TaHHBIX»

Exeromno

13

[IpoBepka mpuMeHeHUs A o0ecriedeHns 0€30IacHOCTH
ITH cpenctB 3ammThl HHGOPMALIWH, MPOLISAIINX B yC-
TaHOBJIEHHOM MOPSAKE NPOLETYPY COOTBETCTBHS

Pa3 B monronma

14

Ornenka 3QpQeKTHBHOCTH MPUHIMAEMBIX Mep 1o obecme-
yeHuto Oe3omacHocty [1/lH 10 BBOIA B IKCIUTyaTallUIO
NCII =

IIpu
HEOOXOINMOCTH

15

KoHnTposns yuera mamunuubix Hocuteneil [1/Ixn

Pa3 B monronma

16

KouTponp 3a npuHIMaeMbIMH MepaMHu IO 00€CIeYEeHUI0
oesomacHoct [1/IH u ypoBHs 3ammmeHHocta [IJ[H B
NCII/x

Pa3 B monroga

17

KouTposnp npaBui reHepaiui ¥ CMEHBI apojieil moap30-
BaTeJel, 3aBE/ICHNUS U YJAJICHUs YUYETHBIX 3alluceil moib-
30BaTesiel, peamu3ali MPaBUI pa3rpaHUuEHUs] JOCTy-
oM, moJTHoMounH moss3oBareneit B MCI{a

ExexBapranbHO

18

KoHTponb BHECEHUS! U3MEHEHHUH B CTPYKTYPHO-(PYHKIN-
oHanpHBIE XapakTepucTuku MCIIIxH

ExexBapranbHO

19

KoHTpob KOPPEKTHOCTH HACTPOEK CPEACTB 3AIIUTH UH-
dhopmaruu

Pa3 B monroga

20

KonTpons 3a obecrniedeHreM pe3epBHOTO KOITMPOBAHUS

ExexBapranbHO

21

IlognepxaHue B aKTyaJlbHOM COCTOSIHUM OpraHU3allMOH-
HO-PACHOPSIINTENBHBIX JTOKYMEHTOB IO BOIIpocaMm 3a-
el [1]1H

Pa3 B monroga




I[MPUJIOXXEHUE Ne 3
K [losoxkeHunro o opranu3anuu u
MIPOBEICHUIO Pa0OT MO 0OECTICUECHHUIO

0€30MacHOCTH MEPCOHANIBHBIX JIAHHBIX
pu ux o0paboTKe B HHGOPMAIIMOHHBIX

CUCTEMax MEePCOHATBHBIX JAHHBIX

I'BIIOY PMD «Momkap-OnmHckoe
XYZ0’KECTBEHHOE YUMITHILIE)
OT «__» 20 1.

OT4ert 0 pe3y/bTaTax NPoOBelecHUS] BHYyTPEHHEH NPOBEPKH PeKNMA
00paboTKH M 3aIIUTHI NePCOHATLHBIX NaHHbIX B TBIIOY PM? «Momkap-
OJMHCKOe Xy10KeCTBEHHOE YUNJINIIe)

1.1 BuyTpeHHsisi mpoBepka Mpou3BeAcHa Ha ocHoBaHuHM IlojokeHuss mo opraHuzaluu M
MpOBENECHUIO PaboOT Mo obecneueHuto OE30MacHOCTH TMEPCOHAJBHBIX NAaHHBIX NpPU HUX 00paboTKe B
MH(QOPMALIMOHHBIX ~ CHCTEMAaX  IIEPCOHANBHEIX  JaHHEIX  T'BIIOY PMD  «Momkap-Onuuckoe
XYJI0’)KECTBEHHOE YUMJIUIIE» OT «__ » 20 r.

1.2 TIpoBepka MPOBOAMIACH «___ » 20 r. 1o azapecy:

1.3 B xo/1e ipoBepKH OBLIM MPOBEACHBI CICAYIONIHE MEPOIIPHUSTH:
1)
2)
3)
4)
5)

1.4 Pe3ynbTaThl NpOBEICHHUS IPOBEPKHU:
1)
2)
3)
4)
5)

1.5 Heo6xoaumble MEpONIPHUSITHSI.
Ha ocHoBanum mnpoBeneHusi BHYTPEHHEH MpPOBEpKH pexuMa o0pabotku u 3ammurtel [11H
PEKOMEH/TyeTCsI OCYIIECTBUTD CIIEAYIOIINE MEPOTIPUSITHS:

1)
2)
3)
4)
5)




2

[Toamurcy OTBETCTBEHHBIX JINII, TPOBOJUBIINX BHYTPEHHIOIO MMPOBEPKY PEXXMMa 00paOOTKH U 3aITUTHI

IT/18:
(mara) (moanuck) (pacungpoBKa MOAMUCH)
(mara) (monucs) (pacmmdpoBKa MOIICH)

(mara) (monucs) (pacmmdpoBKa MOINCH)



I[MPUJIOXXEHUME Ne 4
K [losoxkeHnnro o opranusanuu u
MIPOBEICHUIO PA0OT MO 0OECTIEUCHHUIO

0€30MacHOCTH MEPCOHAIBHBIX JIAaHHBIX
pu ux o0paboTke B HHGOPMAIIMOHHBIX

CUCTEMaXx MEepCOHATBHBIX JAHHBIX

I'BIIOY PMD «Homkap-OnmHckoe
XYZI0’)KECTBEHHOE YUMITHIILE

OT «__» 20 .

ZKypHaJ pe3epBHOr0 KONUPOBAHMS/BOCCTAHOBJIECHHS JAHHbBIX

Cxema pe3seps- aTta/Bpems Pe3yabTar peseps- Kommen
pesep Konupyemsie/Boc- A P Hoxmuch ¥ pesep .
Ne | HOro xomupoBa- CO31aHUA Damuius HOI'0 KONUPOBa- TapuH
cTaHaBjJIuBaeMble | XpaHWIHIIE OTBETCTBEH-
N/ | HUA/BOCCTAHOB- KONMHU/BOCCTA | OTBETCTBEHHOI'O HHA/BOCCTAHOBJIECHUS
pecypcsl HOT0

JICHUS1 JAaHHBIX HOBJICHHS JaHHBIX

1 2 3 4 5 6 7 8 9







